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Hu IWAHCA ANnd BOpOB

30€ecb NpeAcTaBAeHo NPOAGIKEHVE MaTepmmomaTbm
«Hw eavHoro waxca ans Bopa» (cm. YW 8/99, c. 94). B
9TOM YacTy CTaTby Bbl y3HAETE O NPUMEHEHNVSTIPOrPAMMbI

PGP, 6e36WECHOCTY AaHHbIX, padoTe ¢ napo

HOBJIEHVV IHOYOPMALN

Jsg obecrieyeHUs] CEKPETHOCTH U
n6630HaCHOCTH nepefaBaeMod  HMH-
opmauuu HeO0OXOAUMO HCIOJb30BATh
nporpammbl  mngpaunu/ gemudpain
maHHbIX. Cpemy 3TUX TPOTPaMM HaW-
60JIbllIel TIOMYJASPHOCTBIO TOJb3YyeTCs
nporpamma PGP. 3ammra faHHBIX Ha
KOMITBIOTEpE HEBO3MOXKHA 0e3 TpuMe-

Pretty Good Privacy

porpamma PGP — 3To oueHb Hajex-

HBEIH CTOCO6 KOAMPOBAHHUS, OCHOBAH-
HBI Ha CHCTeMe TaK Ha3blBAEMBIX JIHY-
HBEIX (YaCTHBIX) U MyOJUYHBIX (06LIen0C-
TYNHBIX) Kaoued. Bel 3amdpoBbiBaete
TM0YTOBOE COOBILEHHE C MOMOLIBIO MTy6JIHY-
HOTO KJII04Ya TIOJIydartessi, KOTOPBIH [Jist

U BOCCTa-

HEeHUs DasMuHBIX Maposed, a IJs BOC-
CTAHOBJIEHUS] CJIY4aHHO HJM OLIMO0YHO
yIaJeHHbIX JaHHBIX TpeOyeTCs COOTBET-
CTBYIOlLlee MPOrpaMMHOe OOecreyeHHe.

3mecb BBl y3HaeTe, KaK IPAaBHUJIBHO
IIPUMEHSTb BCTPOEHHBIE BO3MOXKHOCTH
Windows U crienuanbHBIX MPOTPaMM IJIst
3aIIUTBEl CBOUX JIaHHBIX.

3TOr0 TaKXe JIOJKeH T0Jib30BaThcss PGP.
[Nonyyatenb MoxeT pacmmppoBaTh CO00-
IIIEHHEe TOJBKO C TIOMOLIBIO CBOErO JIMYHO-
T0, U3BECTHOTO JIHIIb eMy Kitoda. C omo-
mplo onuuu Sign BBl J00aBisieTe B JHU-
HBIA KJIIOY CBOIO MOMNHKCh. biaropapst 3To-
My TIOJydYaTesb MOXKET TPOBEPHTh, HeH-

COAEP>XAHUE
3awura AaHHbIX

Pretty Good Privacy
Mpo6nemsbl ¢ naponem

BoccTtaHoBneHue AaHHbIX . ..  8/99

CTBUTEJIbHO JIM BBl SIBJISIETECH OTIIPABUTE-
JIEM TIOYTOBOI'O COOOIIEHHS. JIJIT 3TOro OH
JIOJIKEH MOJNYYUTh MYOJMUYHBIE KJTHOY.

MporpaMma koaupoBaHus u3 Internet

I yactHoro moJb3oBaHus PGP cy-
mecTByeT B Buze Freeware-miporpammel
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TOJIBKO Ha aHTJIMHCKOM si3bIKe. TeKyuryro
BEPCHIO MOXKHO TIOJIYYHUTb TI0 afpecy
www.pgpi.com/download. Bepcust mis
Windows 95/98/NT comep:Kur TOf-
KitouaeMbld anemeHT ais Eudora Light
3.0, Eudora Pro 4.0, Microsoft Exchange
u Outlook 97. Iug moJb3oBareied
Outlook Express Takxe CyIiecTByeT TOj-
KJIIOYaeMBIH 3JIEMEHT, KOTOPBIH HYKHO
3arpyarb M3BHe.

B Internet MoxxHO HaWTH ¥ aMepHUKaH-
ckyto Bepcuto PGP 6.0.2, xotopyto Heusb-
3q 3arpysutb BHe CIIIA wu3-3a 3akoHa,
CBSI3aHHOTO C 3KCIIOPTOM KPHITOrpadu-
YeCKHMX MPOrpamMMm K3 3TOH cTpaHbl. bosee
NopoOHO 00 3TOM BO BCTABKE BHM3Y.

MpumeHeHue PGP

[Tocne ycHewmHOW MHCTALISALMU I1ep-
BBIM JIeJIOM ciiefyer co3nath Public Key
(my6sanunbld Kao4) u Private Key (3ak-
pbiThil Katou). [Ipr atom moJib3oBatesb
HMeeT TOJIEPKKY TaK Ha3bIBAEMOTO Mac-
Tepa TeHepupoBaHus kiwoued (Key
Generation Wizard).

JlnuHa Kofa BBIOMPAETCS MPOU3BOJBHO
W MakCHMasJbHO MoOXeT ObiTb 4096 OWT.
BriocsiennctBuu 6€301MacHOCTD TaHHBIX TEM
BRI, YeM [JMHHEe U CJOXKHee IPOHU3-
BOJIBHO BHIOpaHHAs (ppasa-mapoJib, O KO-
TOPOHM Bac 3ampalludBaloT B CJAeAYIOLEM
nrasnoroBoMm Toe. Ha cienytomiem aramne
BBl OTKa3bIBA€TECH OT BO3MOXKHOCTH TIepe-
matb kKonm Ha Key-cepBep, TOCKOJBKY
00BIYHO OH He paboTaer.

Tenepb MoXHO HayMHaTh paboty. B 3a-
BUCHMOCTH OT THIA HCIMOJb3yeMOTO T0Y-

Be3onacHOCTb AaHHbIX
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an.. | [schuster@chip de
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Beteeff:  [PGP-verschilsselung

[version: PGP 55.3ifar use <hitp: ppi.com>

QANQRTDEWUADYY r+dKKIy4QB/BHF G4ZnHKk qmmMbzbziSchQB kv +NFTUbISaUs |
IPrRJUEHIBGEER Y Y5A25NEpPG akgibuDQola | Q7 cGDin/npy EDUVUF IKagLPd?
INES21 diH4M@3n WP F p1 D7 Hel02J0/ uopy RE Dy g5 Z5dc 801 Y IKHDSEiMKa-+
HaygFEU\/\/C3VAEIwEAanUmstE‘.SOBk\CESEHatckzﬁJMeZCEpEdcyBO7Amqs/H

b CimdZdkp7 ¥ srpByQXW-+xkgANHbbOaLIEUPwkdiEDls
B2P = QB0 Q2P M PO d EQHNAFJFIKT-+R5p0WnE/S HE7 soBin37IRCIS
0Dy VIISBAMWC AoKspSppdzHY abLXF Ge zxLLaN4KAE XgTaWRNUTUE4dowogh
k9 RAE I Qa3 VY1 aBP a5 HUiGL2GRMGHZNNOIY E-+xe KEABAGEXZUBC WD
lbAPhNFZ5; UAJF eTprlLb QB D Ki2ya Y BPxHIAG
[E gMCBtRwO=21W/0Xz Y F 0000621 D3GWsE +WizbarlE bpe/2 01 9vkfc GDimP2j
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2 Recipient Selection Dialog HE

Drag users from this list to the Recipients list
[=10J Young <dif@pgp. com>

[=1Edgar Swank <edga@Garg. Campbel.Ca, US>
[SAEdgar . Swank <edgar@HightRiG shay arg>
[=1 Edgar . Swank cedgart@spects saigon.com>
[=1Edgar ', Swank bay.org;

[=3 Florian Schuster <schuster@online. dey
[=3./3son Bobier <jason(@pap. com>

[=1Jzs0n Babier <jbobier@prismatix com>
[=3.Jas0n Eiobier <jhobier@privnet com>
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PGP-kpuntorpadus 6ecnnatHo: TonbKo npa-
BUNbHbIW Naponb AgenaeT BUAUMbIM NepBOoHa-
YanbHbIN TEKCT

TOBOTO KJIMEHTa HeOOXOAMMO ellle HH-
CTaJJIUPOBATh COOTBETCTBYIOLIMH TOJ-
KJo4aembiit asemeHT. [llenkHuTe B mpor-
paMme 3JIEKTPOHHOH IOUYTHl Ha KHOIKE
Encrypt message before sending. Te-
nepb, €CJM Ha4aTh NPOLECC Iepefadu
MOYTHI, COOOLIEHHE U BJIOKEHHbBIE B HETO
(hatinel 6ymyT 3aKOOMPOBAHEL.

Haubosnee HamesKHBIH CII0COO — 3TO
aCHMMeTpPHYHOe KOZMpOBaHHe cooflie-
HUH 2JIeKTPOHHOH nouthl. [Ipu atom PGP
3alpalluBaeT Bac O ToJydaTese cooble-
Hus (Recipient). Ecau e BB ellle He MO-
JYYUIM OT ajipecata MyOJUYHBIH KJIIOY,
TO OCTAETCs TOJIbKO CHMMETPHYHO 3alllH-
TUTb MOUTY IIPOM3BOJBHO BHIOPAHHBEIM I1a-
poJiem. JIJ1s1 9TOr0 HY>KHO BBIOpATh CTPO-
Ky Conventional Encryption.

BesonacHocTb faHHbIX

HenmoctaTkom CUMMETpPUYHOTO criocoba
KOIII/IpOBaHI/ISI ABJISIETCS TO, YTO nonyane—
JII0O HY2KHO CITeIraJbHO COOﬁHLHTI: T1apoJib

Co BpeMeH BTOPOW MUpo-

BOW BOVHbI M3 CLLIA 6e3
e P23DELLEHMS HEMbB3ST OK-
—  CTIOPTVPOBATH TEXHOMOTUM
KOAMPOBAHWS, AN1Ha KoAa KOTOPbIX NPeBbI-
waet 56 6uT. Mockonbky nporpamma Pretty
Good Privacy ocHoBaHa Ha KOAe AnvHoii
128 6UT, TO OHA TakXXe NOLNEXUT STOMY
CTPOroMy 3arpeTy.
PaspaboTunky PGP, komnanumn Network
Associates, yaanocb pacnpocTpaHnTb CBOI
MPOJYKT Mo BCEMY MUPY TONbKO 6narofaps
He6onbLuoi ynoske. B Konctutyumn CLLA
¢ 1791 r. )KeCTKO 3aKkpenneHo npaso Ha
cB000y BblpaxeHnst MHeHus («freedom of
speech»). B cooTBeTCTBUM CO cTaTheik 1
6unns o npasax 370 NPaBO He MOXET ObITb
OrPaHNYEHO HUKaKMM 3akoHoM. CornacHo

Kak 6b1n o6oigeH 3anpeT CLUA Ha 3KCNOpT TeXHONMOrMN KOAMPOBaHMS

LENCTBYHOLLEN HOPUCANKLNN YTBEPXKAAeT-
CS1, YTO MOA 3TO NPaBO MOMaAalT TakxXe
BCe MnevaTHble NPou3BeaeHus.

Takvm o6pa3om, komnanus Network
Associates HanevarTana v ugana Bce uc-
XogHble koAbl PGP. Yepes noactasHoe nu-
LIO KHUMM BbINW 3aKynneHbl B KHUXHBIX Ma-
rasnHax Car®paHuUMCKO 1 neranbHO K-
crnopTvpoBaHbl B LLIBeiLapwto, roe Kombl
ObINIM 3aHOBO 3aPErMCTPMPOBAHBI U KOMMH-
NMPOBaHBI.

OTa, Tenepb yXKe eBpONeickas nporpamma,
MOXeT 6bITb npoaaHa Network Associates.
Tak kak cObIT KpunTorpadgpu4ecKkomn npor-
pammbl U3 "onnaHauy, OCHOBHOMO MecTa
MECTOHAaXO0XKAEHWS 3TOW KomMnaHum B EBpo-
ne, He MOXXET ObITb HEOrPAHUYEHHbIM, TO
4acTWUYHO ee BbinyckaroT B Mpnanany.

MakcumanbHas HaeXHOCTb: nepen Koguposa-
H1Wem SI'IEKTPOHHOVI NoYTbl HYXXHO BblﬁpaTb no-
nyyatensa

1o Tesie)OHYy WJIM MO JEKTPOHHOHU IouTe.
OnHaKo 3TO BHOCHT B OYeHb Ha/IeXKHBIH
croco® KOTWPOBAaHWS He TIPOCUUTHIBAE-
MBI KO3(P(ULIMEHT pHcKa. [loaTomy Bes-
Iie, TIe 3TO BO3MOXKHO, CJIeAyeT II0Jb30-
BaTbCS ACHMMETPHYHEIM CIIOCOOOM.
Coer UMHIla: [Ilesuok mpaBod KHOMKH
MBI HA UMEHW TOJy4aTesss B MOAYJe
PGPkeys OTKpOeT KOHTEKCTHOE MEHIO,
KoMaH#a Export... KOTOPOTO IIO3BOJIUT
COXPaHUTb KOJI B TEKCTOBOM (paiijie, KOTO-
pBIHl 3aTeM MOXKHO TlepefiaTh II0 3JeK-
TPOHHOH TI0YTe.

Ha npaxkTuke 3TO BBHIMJISOUT CJeIyIO-
MUM 00pa3oM: BBl IKCIIOPTHPYeTe Iy6-
JUYHBIA KJIOY U IlepejjaeTe €ro JaJjblle,
Balll TAPTHEP TI0 JIEKTPOHHOH IouTe fe-
JlaeT TO K€ Camoe W IIOCBUIaeT BaM CBOU
nyOoJUYHBIA  KJII04. Takum o6paszom,
6oJIbllle HUYEro He TIPensiTCTByeT 6e3o-
MacHOMY 0OMeHY JaHHBIMH MeXXIy BaMH.

KoaupoBaHe faHHbIX
B 6ychepe obMeHa

C nomompto nporpammel PGP mMoxkHO
He TOJIBKO KOIMPOBAaTh COOOIIEHHE 3JIEK-
TPOHHOH TIOYTBI, HO 00eCIeunTh Ge3omac-
HOCTb CBOMX (baryioB. Ecau B He «ommy6-
JIUKOBAJIM» CBOW MYOJMYHBIH KIIOY, TO
IEeKOIWPOBATh TaHHBIE MOXKETE TOJBKO
Bbl camu. baarogaps atomy PGP obecrie-
YMBAET OYeHb BEICOKHWH ypPOBEHBb Oe30mac-
HOCTH (M0 Halled KJacCHU(pHUKALHUU COOT-
BETCTBYeT TPETbEMY YPOBHIO 3alUTHI).
Ecnu Bel xotHTe Hcnosb3oBath PGP kak
IJ15 KOAWPOBAHUS 3JIEKTPOHHOHM MOYTHI,
TaK W [JI9 pelleHWs MECTHHIX 3a71ad, TO
JIy4lIle BCErO CO3MaTh BTOPYIO Mapy KOIOB
IS T POBKH (HaHJIOB.

Hampumep, 11st 3a1mipoBKY TEKCTOBOTO
(hparmeHTa JOKyMEHTa HYXKHO TMOCTYIIUTh
CTIEIYIOMIM 00pa30M: C TIOMOIIBI0 KOMOH-
Haupu kaasuw  [Ctrl]+[C] ckommpytite
TeKCT B Oydpep obmena. IllenkHuTe KHOM-
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KOM MbIIM Ha HeOOJBILIOH MUKTOrpaMme
PGPTray B CUCTEMHOH CTpOKe JIMHEHKH
3apad (psoM C ykasaTesJeM BpPEMEHH).
[Tocne atoro BblGepUTe  (HYHKIHMIO
Encrypt Clipboard. B packpeiBLIEMCS
JIMAJIOTOBOM TIOJIe BEIOEDHTE B KauecTBe
ToJIydatesist Camoro cedst MM 2Ke aKTHBH-
py#ite omumio Conventional Encryption
U LeJIKHUTe Ha KHonke OK. B nociennem
cJlydqae MOXHO BBECTH COOCTBEHHBIH Ia-
pOJIb CIENMaNbHO IJIst 3TOro Tekcra. [loc-
Je aToro B Oydepe MOSBUTCS 3aIuu(po-

BaHHash BEPCHS BalIEr0 TEKCTa, KOTOPYIO
CHOBA MOXKHO BBECTH B OOLIMH TEKCT C IO-
Molplo KombuHauuu Kiaui [Ctrl]+[V].

HapexHoe koaupoBaHue (aitnos
Ha cobcTaeHHoM MK

Yepe3 KOHTEKCTHOE MeHIO Jito6oro (ai-
Jla WM B JTIOOOM KaTaJjore (TIpaBast KHOI-
Ka MBbILIK) B OKHe [IpOBOAHUK CYIIECTBY-
€T BO3MOXHOCTb 3aKOJUPOBATh (auibl
(PGP / Encrypt). Tlpu atoM umeHa Qaii-
JIOB OCTAlOTCH 0e3 HU3MEeHEHHMH. DTO [aeT

NMpobnemsl ¢ naponem

ECJII/I BBl paboTaere C MapoOJISIMH, TO TIO
CYyTH HMMeeTe [eJI0 C TMAapOJsIMH TPex
TUIIOB: TIAPOJIM IS COOOLIEHUH B omepa-
LIMOHHOK cucteme (Hampumep, Windows
for Workgroups, Windows 95/98/NT),
I JIoKasibHOH cetn (momeHn Windows)
WM st ipoBaiziepa Internet.

Cosert 7: Maponu Windows 95/98 —
HeaddekTUBHaA 3awmTa*

CHauvana HauboJiee 4YacTO BCTpevalo-
e caydait: maposu s Windows for
Workgroups u Windows 95/98. B ciry-
Yyae ITHX Maposiedl peub He HIET O COO-
CTBEHHO MapoJisiX — BMECTe C MMeHeM
M0JIb30BATENIST OHM CJYXKAT JHIIb [JIs
UIeHTUUKAINK TToJTb30BaTess. [lo kmac-
CcU(UKAMOHHOH 1IKase oT 1 1o 3 6aoB
STH TMAapOJKU COOTBETCTBYIOT TOJBKO MEp-
BOMY YPOBHIO 3alUTHL

ATO MOXKHO JieTKo npoBeputTh. CHaya-
ga nepesarpysure [IK. B guamorosom
OKHE 3arpoca BBeJIUTe B KayeCTBe HMe-
HA  TOJb30BaTessi  Jio6oe  CJOBO.
Windows He 3HaeT T10Jib30BaTeNs C Ta-
KAM UMEHeM, U TI03TOMY CO3[laCT HOBYIO
M0Jb30BATEJBCKYIO YUETHYIO 3allHCh.
Jlanee mocieyeT 3ampoc BbiOOpa Mapo-
as. Ilocoe BBoma mapossi Bel Oymere

HUMeTb TOJHBIH JOCTYN K JIOKaJbHOMY
[K.

[IpaBna, HOBBIA MApOJb TIPHUTOLEH TO-
JBbKO IJs1 obpamieHuss Kk paHHomy IIK.
JI1g mocTyma K CeTeBBIM pecypcam Tpe-
OyeTcst ellle ¥ CeTEBOK MapoJib (B 3aBUCH-
MOCTH OT KOH(UTYpaLHUH CETH).

Windows coxpaHsieT Takue MapoJu B
PWL-caiinax, KOTOpble CYIIECTBYIOT B
3aKofupoBaHHOM Qopmarte. [Ipasaa, npu
9TOM TOXKE Peub HJeT TOJbKO O MepBOM
YPOBHe 3alIMTHl, MOCKOJbKY B Internet
CYLIEeCTBYIOT IIPOTPaMMBl  [JI B3JOMa
PWL-¢aiinoB. OmHa HM3 Takux Ipor-
pamm HaX0/UTCS o agpecy
www.ntsecurity.net/security/
pwl.htm. B Windows NT pena He Jnyd-
me. XoTd pacundpoBKa Tapojed u
MIPE/ICTABNSIET HEKOTOPHIE TPYLHOCTH, HO
OHa BIIOJHE BO3MOXKHA.

[To agpecy www.LOpht.com HaxXoguT-
cs mporpamma LOphtcrack, ¥oTOpyio
MOXKHO HCIIOJIb30BAaTh [JJS  B3JOMa
NT-naposeit. Ha npakTuke, ecju Bbl 110JI-
HOCTBIO MOJIOXKUJIUCh Ha 3alUTy MapoJiem
U TIpU 3TOM 3a0BUTH €ro, TO BO3HUKAET
TOBOJIBHO CJIOXKHAas curyaiwms. LOpht-
crack paboTaer CO CIHMCKOM CJIOB, KOTO-
pble TIporpamMma BapbHUpYyeT B TIPOU3BOJIb-
HOM TIOpSIZIKeE.
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BO3MOKHOCTb HaWTH HYXKHBIH (pailf1, HO, B
TO JKe BpeMs, ¥ o0JsierdyaeT paboTy BOpaM.

Taxke He cienyet 3a6bBaTh 00 yrHame-
HHMH «CTapblX» HE3aKOJHPOBAaHHBEIX (ai-
JoB. I 3TOTO CJIemyeT Jub0 aKTHBUPO-
BaTh B TEPBOM AMAJOrOBOM OKHE OILHIO
Wipe Original, nubo ypaauTb Qanibl
BpyuHyl0. OfIHAKO He BCcerja ynajeHHble
(hatisbl mericTBUTENIbBHO Hcuesad. B PGP
TaKxkKe eCTb IS TOTO COOTBETCTBYIOIIAS
¢byukuust PGP/ Wipe B KOHTEKCTHOM
MEHIO.

Kak BbIrnsigaT HaeXHble naponu

[ns Toro 4T06bI BOCMONL30BATLCS Pac-
MPOCTPaHEHHbIMY TEXHOMOTUSAMM 3aLLNTbI
naposieM, Heo6Xx0AMMO NULLb CNeJoBaTh
HECKOJbKIM NPOCTbIM Npasunam. Hagex-
HbI Maposib COCTOMUT MO KparnHen Mepe n3
8 cMMBONOB. He ncnonb3yiite npu aTom
CNoBa, KOTOpble MOXKHO HaNTV B CNoBape.
HenpurogHo v Tonbko YMcno, HanpuMep,
jarta gHsa poxxaeHus. HambonbLuei 6e30-
MacHOCTY MOXXHO [OBMTLCS NPW UCMOMbL30-
BaHWUM A/IMHHOrO Naposisi, KOTOPbIN COCTO-
WUT 13 NPOU3BO/ILHOV MOCNEe[0BaTENIbHOCTY
6YKB, LMp W, eLLe nyylle, cneyuanbHbIX
cvmBosioB. Kpome Toro, 06bI4HO Npw 3ar-
poce Napons pas3nuyatoTcs 3arfiaBHbIe U
CTPOYHbIe OyKBbI. Takum 06pa3oM, ecrv
JOMOJIHATENBHO UCMO/b30BAThL 3ariaBHble
1 CTPOYHbIE BYKBbI, TO OTrafaTb Naposb
6yLeT NPaKkTUYeCKN HEBO3MOXKHO. Takum
006pa3oM MOXXHO YCOXXHUTb XN3Hb 60/1b-
LUIMHCTBY XakepcKux nporpamm. Hanpu-
mep, npu venonb3osanuy LOphtcrack ans
B3/10Ma BOCbMW3HAYHOr0 Maposisi, CoAep-
Kallero fiBa crneumanbHbIX CUMBONA, Tpe-
6yeTcs npumepHo 600 Yacos paboTsl MK ¢
npotieccopom Pentium-11/350, a Tak gonro
nporpamma BpsiA I MOXET paboTaTb Ha
Yy>KOM KOMMbIOTEPE HE3AMETHO A5 ero
BragenbLa.

NT obecrieqnBaioT JHIIb BTOPOH YPOBEHb
3QILHTHI.

Cogert 8: BIOS-naponsb 3awmwaeT MK
Kaxnpiit TTIK nmeeT BCTPOEHHYIO 3allu-
Ta TapoJieM, KoTopas SIBJSIETCS OTHOCH-
TesqbHO HazexHod. B BIOS-Setup TIK
MOXKHO YKa3aTb, U4TOObI IIpU KaxXKIOH 3a-
Ipy3Ke 3Ta CHCTeMa 3ampalliuBaja napoJb.
[TocKOJBKY 3TOT 3ampoc IPOUCXOIUT
JI0 3arpy3KH OlepauroHHON CHCTEMBI, TO
6e3 3HaHHS TPABUJIBHOTO CJOBA ILIAHCHI
nonyuuth poctyn K 1K B kKaxo#-imbo
(opme OTHOCHTEJNBHO HeBeJWKH. Ecau
2Ke BBl 3a0BLIM CBOHM MapoJib, TO OCTaeT-
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I™ Cizable Features ot supported by Woed 97

File <haring options for “secur doc”
Pasaword bo open:

Passward b modfy:

I~ Rad-ondy recommended

o ] o |
06MaH4uBas 6esonacHocTb: B Word oKyMeH-
Tbl MOXHO 3alYMTUTb NaponeM — npaspa, 3T0T
naposb HeHaJeXeH

€Sl TONBKO OOWH IMYyTh: HAa MaTePUHCKOU
mate KOMIIBIOTEPA HAXOIUTCS HEOOJb-
mas 6atapes. Eciu OTKJIIOYUTL ee, TO
BIOS «3a6ymeT» BCe yCTAaHOBKH, B TOM
YHUCJIe U MapoJb.

Coget 9: Online-naponu

[TapameTpel oOpallleHHs K TIpoBake-
pam Internet, Tak e KaK U y4yeTHble 3a-
MIUCU ONePALMOHHON CHUCTEMBI U CETH,
COCTOSIT M3 HMEHH TI0Jb30BaTessd (mJst
HIeHTU(GUKALMK [OCTyIa) M COOTBeT-
CTBYIOILETO TAPOJIS.

B Hacrodumee Bpemd mNpoBaliepbl
Internet yaie Bcero MCHoOJIB3YIOT MPOTO-
kot PPP (Point-to-Point Protocol), koro-
pPbI B CBOIO Ouyepelb UMeeT HeCKOJBKO
aJbTepHATHBHBIX MEXaHU3MOB MJIS UIeH-
TUPHUKAUMK OOCTYTIA.

[To BO3MOXKHOCTH He TIOJNb3yHTECh
CHAT-mexaHusmom (B ceTdx INepejadu
JNaHHBIX ToA yrnpaBieHuem Windows
95/98 BKianka Script), TOCKOJBKY TIPH
9TOM MapoJib Nepeaaercd Mo TeJe(OHHON

Be3onacHOCTb AaHHbIX

CeTH He3alHM(PpPOBaHHBIM. B oTiuuue ot
9TOTO aJbTepHATHBHBEIE MeXaHU3Mbl PAP
(Password Authentication Protocol) u
CHAP (Challenge Handshake
Authentication Protocol) npegsapuresib-
HO 3aH(POBHIBAIOT 0CO00 BaxKHbIE 3JIe-
MEeHTBl OHJIAWHOBOH Nepegayu. KputuuHo
00CTOSIT JleJJa B TaKUX OHJAWHOBBIX
caIyk0axX, KOTOpble HCIIOJAb3YIOT COb-
CTBEHHBIM MEXaHU3M JOCTYIa CO CIIeIH-
aJlbHbIM TPOrPAMMHBIM 00ecreuyeHUeM,
KOTOpOe COXpaHseT MapaMeTpbl AOCTyTa
Ha JKeCTKOM JIMCKe.

Hanpumep, cyumecrtsyer Freeware-
nporpamma (Password Detective for AOL
or Tricos Software), Kotopast BeiBejgasa
AQL-mmaponu y GONBLIIMHCTBA KJIMEHTOB
AOL.

Bel moxeTe BOCIOJIB30BATbCS TAKOH
[IPOrPAaMMOU-B3JOMILHUKOM, €CJHU 3a0blIn
cBO# cobcTBeHHBIH Online-aposb.

Coget 10: Mcuxonorus
BMeCTO nporpaMmbl B3ioMa

[TeITasich COXpaHWTh TaHHBIE B TakHe,
KOe-4TO BCe PABHO HYXKHO IIOCTOSHHO
JepkKaTh TIEepefi TJa3aMH. DBOJBIIMHCTBO
B3JIOMOB (PaIOB MPOUCXOIUT C HCIIOJb-
30BaHHEM 3JIEMEHTOB IICHXOJOTHH. 3a-
YeM HUCIIOJb30BaTh JOPOTHE IIPOTPAMMBI
IS «B3JIOMa» TApoJis, eCIU BCe Jleslaet-
cs1 ropasno npoile? Hampumep, B Kauec-
TBe MapoJisl AJS 3alUThl JaHHBIX YacTo
UCTIONB3yeTCs HMMS Opyra W Jaxke
KJW4Ka J06umoro kKota. [1oaTomy B mep-
ByI0O OdYepelb BBIIOJHUTE CJEAYIOLIee
MPaBUJIO: MPUIyMalTe CBOH COOCTBEH-
HBIH 11apoJib B CAMOM HACTOSIIEM CMBIC-
Jie 3TOTO CJIOBA.

[ToCKOJIBKY TIapOJTH TPYIHO 3aTIOMHHTb,
TO MHOTHE TI0JIb30BATENH UX 3AMUCHIBAIOT.
OueHb YaCcTO CEKpeTHas 3aIucKa C mapo-

screen names whose passwords wou want o recover.

V¥ ikleinert ™ - emphy -
[ -empty- [ -empty -
[T -empty- [T -empty-
u - emphy - u - emphy -
[ -empty- [ -empty-
Start Abort |

The fallowing A0L screen names were found. Please select the

Select al |
Select none |

= Recovery Wizard I JIEM JIEXKUT TI0[, KJIABHU-

aTypoy WJIM IPHKJIeeHa
Ha O0OpaTHOH CTOPOHE
MoHHTOpa. B Takux yc-
JIOBHSIX ee IIpolle I0-
KasaTb KOJJIeram.
JIOBOJIBHO ~ IIPOCTO
no0paTbCs 10 MapoJs
W3BHE: COTPY/IHUK BHe-
3aITHO BBI3BIBAETCS B
oTHesN  3JEeKTPOHHOH
00pabOTKK JaHHBIX H
OTTyZa COOOIIAeT, YTO

AOL-naponb B3noMaH: ecnu Bbl X0Tb pa3 coxpannni AOL-naponb B
AOL-Client, To oH cTan nerkoii fo6bI4eii Ans TaKkoi NporpamMbl

B3n1oMa, kak Password Detective

WHCTAJIUPOBAHBl HO-
Bele cepBeprl. Heobxo-
IMMO Tepeatbh Mapo-

44

JIW, B TIPOTHBHOM CJIy4Yae, Ha4WHAs CO
CJIelVIONIET0 MIHS, COOOIIeHUsS TIepecta-
HyT mocTynaTte. OueHb ¥XaJjb, HO CTapble
cepBepsl ykKe He paborawr. Iloatomy
HYJKHO KaK MOXHO ObICTpee y3HaTb CTa-
pble WMeHa TMOJb30BaTeNeH W TapoJib,
4T0OBl CKOH(UTYPUPOBATh HOBBIH KOM-
bIOTE.

Takum 006pasoMm, ecju 3alpaliuBaioT
Balll MapoJib, HYXHO OBITb MpPEAEJIbHO
octopoxHeiM! HU oflMH cepbesHBIH CHC-
TeMHBIH a]MUHUCTPATOP He OY/eT cripa-
IIABATh TMOJH30BATENS O €T0 TIapoJie To
TeneOHY WJH Uepe3 3IJIEKTPOHHYIO
ouTy.

Cosert 11: [pocToe pelueHne
Ans 3HatoLmnX

B cBs31 ¢ TeM, UTO apoJH OneparyoH-
HOHM CHCTEMBI HE TIPEJCTABJSIOT HHUKAKO-
r0 Cepbe3HOro MPensTCTBUS [JId XakKepa,
HEYOWBUTENBHO, YTO M TIAPOJNH TaKHX
nporpamm, Kak Excel, Word Perfect nnu
Quicken, He TOmATCSI B KaYeCTBE CPEACTBA
3aIIHTHI.

Taxkve mnapoiu 3alMILAIOT HCKIIOYH-
TEJBHO OT HEOTBITHEIX IT0JIb30BaTENEH.
TexHWYeCKH TPaMOTHBIH TI0Jb30BATEJb
MIPOCTO 0OPATHUTCS, HATIPUMep, TI0 afpecy
www.accessdata.com, 3aKasas Jerud-
patopsl AJ1s HauboJiee MOMYyASPHBIX MPOT-
pamm. B Internet takxke HeT HemocraTka
Bo Freeware-mporpammax.

Kak mpaBuiio, CymiecTByeT CpeacTBo U
NPOTHB MaHHBIX, 3alIMIIEHHBIX Iapo-
JeM, 4el airopuTM He Tak-TO IPOCTO
NpOCYUTATh:  Ojarogapst IJIMHHOMY
CIUCKY CJIOB M B3JIaMbIBAIOIIMM IIPOT-
pamMmaM 0co00 TepresuBBle IITTHOHBI
BIIOJIHE MOTYT TOAOOPATbCT K BalIMM
naHHBIM. Elle mpoire 310 CHejaTh, eCiIu
YaCTUYHO HM3BECTHO COJEPKHMOE HCKO-
MbIX (DaHJIOB.

TouHO Takue Ke MeXaHHW3MBI BEI, yXKe
KaK He-Xakep, MOXeTe HCIIOJIb30BaTh /IS
CBOHMX COOCTBEHHBIX JAHHBIX, €CJIH 3a0bLIH
napoJsb. K mporpammam 3TOH TPYMIBEL OT-
HOCSITCS, Hanpumep, Zip- 1 ARJ-apxuBbL

COOTBETCTBYIOIINE TTPOTPAMMBI MOXKHO
Haith B Internet mo azmpecy www.sud-
dendeath.fsn.net. 31echb xKe MOXKHO MPO-
YUTaTh ¥ O CAHKIMIX B CJIydae 3JI0YIOT-
pebJieHUsT ATUMHK Tporpammamu. OO6mmup-
Has 6MOJIMOTEKA TI0 YTUJINTAM IJIs XaKe-
poB HaXOAUTCSH o ampecy
ftp:/ / ftp.ox.ac.uk /pub /crypto/cry
ptanalysis. Tem He MeHee, «B3JaMbIBaK-
Te» TOJIBKO CBOM COOCTBEHHBIE (DaHJIbL.
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5 YAET O4eHb HENIPUATHO, €CJIM BbI CJIY-
YaruHO yaajanuTe e€ele HYxKHble BaM
JNaHHBIE. B 3aBHCHMOCTH OT BayKHOCTH
YTePAHHBIX JAaHHBIX HHOTAA UMEET CMBICJI
3aTPaTUTb HEKOTOPbIE YCHJIHUS Ha BOCCTa-
HOBJIEHHE BCero (haija WU ero 4acTH.
WHorma 3TO [esiaercsl Jierde, 4em Bbl
AymaeTe: MHOTHME JOaHHBbIe, KOTOPbIE BBI
Kak Oy[TO yAaJWuJI{, Ha CaMOM JeJie He
YHHUYTO2KEHEBI, a €llle¢ HaXOAATCS Ha 2KecCT-
KoM zmucke. Kpome Toro, moJsib3oBaTesbC-
KHe TIpOrpaMMBl HEKOTOPOE BPeMsi COXpa-
HAIOT B NOKYMEHTE yHOaJI€eHHbIe NaHHBIE.

Coser 12: CnaceHue faHHbIX

Ecnu BB paboraete B penaktope Word
¢ KOH(UIEHIHANbHBIM TEKCTOM W HeHa-
JIOJITO TIOKHfiaeTe pabodee MecTo, TO He-
JOCTaTOYHO BPEMEHHO YJAJlUTh U3 TEKCTa
«ILIIEKOTJIMBbIE MecTa»: noka Word ele
paboraert, J10O0H MOXKET BbI3BAaTh Ha K-
paH ypajneHHble (parMeHTbl C TOMOIIBIO
Komaunel Edit]Undo.

OTO BCEro JIMLIb MPOCTOH TIPUMEP, HO
OH XapakTepeH [IJis KATEropuu «Ha ca-
MOM JieJle HeyJaJeHHBIX JaHHbIX». Pe3y-
JIbTAT OYEBHIEH: Bbl TOYHO TaK XKe JIETKO
MOKeTe BOCCTAHOBHTb CBOU YaJieHHBIE
JlaHHbIE, KaK W JIIOOOMBITHBIN LIMHOH.

Hpyroit mpumep: Outlook Express mo
YMOJIYaHHUIO 3aHOCHUT yIaJeHHble TTHChbMa
B Karajor Deleted Items. Ilocie Toro,
KakK BBl TIPOYUTANH TIOYTY U YIAJIUJIH ee,
OHa BCe elle aOCONIOTHO JOCTYIHA W3
MOYTOBOM IpPOrpaMMmel. Jlaxe eciu 3ak-
puitb Outlook, Bce paBHO ToyTa Ha ca-
MOM [leJie He yhaJsercs. BrociencTBuu
mo6oit moxer samyctutb Outlook u
NIPOCMOTPeTh Katajor Deleted Items.

OnHaKO CYIIECTBYeT MPOCTOH Crocoo,
MO3BOJISIONIUH 130eKaTb ITON JIOBYILIKH.
Bo Bkuanke Tools/Options|/Mainte-
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Kop3anHa — 310 06bI4HbIi KaTanor: Bce yAa-
neHHble haiinbl MPOCTO NepeMeLyaIoTCs B Kop-
3UHy

| 5 TS

Be3onacHOCTb AaHHbIX

BoccTaHoBNeHHe AaHHbIX

nance yCTaHOBUTE OMIMIO, YTOOBI KaTa-
qgor Deleted Items aBTOMaTHYECKH OYH-
ImaJjcs Mo okoHuaHud padotsl Outlook, B
MPOTHBHOM CJIydae BCe HYXKHO TIATEJb-
HO Y/IaJIUTh BPYUHYIO.

Coser 13: Kop3uHa Windows TaK xe
HafeXHa, KaK 1 MycopHoe Beapo

Bce BBIIECKA3aHHOE CIIPABENJIHBO H
st Windows: ecii Bbl yiaiuiu ai ¢
TIOMOIIBI0 OKHA [IpOBOIHUK, TO HA CaMOM
JleJie OH He yaajeH C »KeCTKOro AHCKa, a
mpocto mepeHeceH B Kopsuwny. OtTyma
(haiin MOXKHO BOCCTaHOBHUTH B JI000€ Bpe-
Ms. DTO oueHb YHOOHO, ecau haiin yma-
JeH 1o owmu6bke. [IpaBaa, n060# Apyroi
M0JIb30BATENb TAKXKE MOXKET BBIYIUTH U3
KOP3WHBI COOTBETCTBYIOIMH (DAHIL.

EcrecTBeHHO, HauboJsiee TIPOCTOe pe-
[eHWe — 3TO TIPOCTO BCETAA OYMINATDH
KOpP3WHY C TIOMOIIBI0 TIPABOH KHOIIKU
mpimy. O4YHCTKA KOP3WHBL O3HAYaeT
JUIIb JIOTHUECKOe yhajeHue Qauna U3
(ha#yIoBOH CHCTEMBI, HO He ero (husnudec-
KOe YHHUYTOXKEHWE.

[Tpodeccuonay He COCTaBUT GOJBIIO-
TO TPyZa 3aHOBO COCTaBUTb ITU AAHHBIE U
BOCCTAHOBUTb NEPBOHAYANBHBIN (aiil.

Bce BblllleckazaHHOe OTHOCHTCS U K
(paiinam, ypanenHeim B DOS-okHe ¢ mo-
Moo KoMaHas del. B MS-DOS umeert-
cst mporpamma Undelete, BhImosHsIIOIIAS
3Ty 3ajavy [IJId CBOHX BJIAJIEJBIIEB.
IlpaBna, B Windows 98 Ttakoro popa
mporpamm OOJbIlle HET, OJHAKO B 3TOM
clydae TIOMOXKeT Takast Shareware-mpor-
pamma, kak Revival (http:/ /user.chol-
lian.net /-ship3). ta yTHIHTA MOXKET
BOCCTAaHOBUTb (paljibl Jaxke B TOM CJIy-
Yae, eCJIM yJajeH WX KaTaJor WU Ke B
FAT «mopa6oran» BHUpPYC.

YnaneHHele (halsibl JIETKO Y3HATh B
Revival-okHe: OHHM 33a4epKHYTHl KpacHOH
JWHHEeH. I UX BOCCTAHOBJIEHHUS IIEJI-
KHHTe TPaBOM KHOMKOH MBIIIM Ha BBIO-
paHHOM haiisie U B KOHTEKCTHOM MeEHIO
BbIOepUTE KOMaHAY Sawve.

Cosert 14: MpocMoTp
YHUYTOXEHHbIX AaHHbIX
C momo1pio 0OBIYHOTO peflakTopa JIUC-
ka, Hampumep Diskedit or PTS wmm
Norton Diskedit, moxHO 3arasHyTh B
TJIyOWHBI BAIIETO ¥KECTKOTO JUCKA.
» Co3paiiTe TIPOCTOM TEKCTOBBIA (haiy, B
KOTOPOM COZIEPIKHUTCS TEKCT, O KOTOPOM

> >
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BesonacHblit cnyyait: Outlook Express aBToMa-
TMYECKM YHUYTOXAET YAaNeHHYI0 NOYTY TONb-
KO B TOM CNy4ae, eCnv Bbl N10CTaBUTE 3Ty ra-
noyKy. 3Ta ycTaHOBKa NPOBOAUTCSA BPYUHYIO
paxe B Outlook 97/98

BBl TOYHO 3HaeTe, UYTO €ro HeT Ha
JKECTKOM JIUCKE.

» Yoanute aiin BpyuHyO B okHe I[Ipo-
BOJHHK M C TIOMOIIBIO PEIaKkTopa JHUC-
Ka BBIMOJHUTE TIOMCK TeKcTa (co0-
CTBEHHO TOBOpPY, YyJAJeHHOro) (aiia.
JloCcTaTOuHO fa)ke OJHOTO KJII0YEBOTrO
CJI0Ba, 4TOObl (PParMeHThl COMIEPIKUMO-
ro yjpajJeHHoro caina CHOBa MOSBH-
JIMCh Ha skpaHe. OgHAKO GyabTe OCTO-
pOXKHBI paboTasi C TaKMM DegaKToOpoM
Ha KEeCTKOM JIUCKe, MOXHO ero
clAy4yalHo yaaanTb. OCyILecTBIASHTE
TOJIBKO TaKHe JIEHCTBHSI, B MOCJEICTBH-
SIX KOTOPBIX Bbl COBEPIIEHHO YBEPEHBI.

Coser 15: BoccTaHoBneHue
AaHHbIX B Linux

Kax npasuiio, Linux-cuctemsl paboTta-
10T ¢ (partmoBodl cuctemon Ext2. Cymec-
TBYeT IIpPOTpaMma [Js HHTePaKTHBHOTO
pocMoTpa U paboThl C 3TOH (halJoBOH
cucreMoil: debugfs. BynpTe 0CTOPOXKHBI,
B 3TOM cJiydae, Tak xe kak ¢ Diskedit B
DOS wmu Windows, MOXHO YHHYTO-
JKUTb JIaHHBIe JII0OBIX pasmepoB. Ha ra-
KOe BMEIIATEJbCTBO MOXKET PELIUThCS
TOJIBKO TOT, KTO yMeeT 00pamarbcs c
3TOW MPOrpamMmoHu.

CoseT 16: BoccosgaHue

YTePAHHbIX AaHHbIX U3 swap-thaiina
Eciy BaXXHBIH NOKYMEHT yhajieH Oes-

BO3BPaTHO, TO CYIIECTBYeT HECKOJbKO

BO3MOXKHOCTEH CIacTH HeOOJbIINE ero

(bparmeHTHI.

» Eciim «HecyacTbe» IIPOU3OIIIO TOJBKO
4YTO, CO3[alTe KOomuio swap-dania
Windows, o6eraHO c¢:\ wind86.swp.
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Be3onacHOCTb AaHHbIX

el Bl 5 Al

PTS-Diskedit aro pge-

[Eho=e=Fale -1
=

0 AR BA BA PE PO AA
B0 B0 BA VA 0@ BA BA

Disk editor <drive 1. sectors B — 2068479

JaeTcs  CJeqyIOUM
obpaszom:

» Co3manite TEKCTOBBIH
hatur, o 06bemMy 60JTb-
mWH, yem (pari, KoTo-
pbI XOTHUTE BOCCTAHO-
BuTh. Co3manTe TEKCTO-
BBIM (halJl C eTUHCTBEH-
HBIM  TIPE/IJIO’KEHUEM,
HalpuMmep, «Koka

XecTkuii uck noa nynoi: pefakTop AMCKa CHOBA HAaXoauT Ha AUCKe

yaaneHHble ainbl

DToT MeTon cpabaTbiBaeT TOJNBKO B
MS-DOS-pexxume. ObpatTe BHMMaHHE
Ha TO, YTOOBl Ha JKECTKOM JHUCKe ObLIO
JIOCTaTOYHO MecTa. Kpome Toro, swap-
(haiis SIBJSETCS CKPBHITHIM.

Windows coxpaHssieT B swap-catiie co-
JIepKUMO€e OCHOBHOU MaM$ITH OJIOKaMH 110
4 KbB. Bbl HaiizieTe 31ech (PparmeHThl UC-
KOMOH HWH(OpPMAIMH B 3aBUCHMOCTH OT
3aroJIHEHHST ONEPAaTUBHOM MaMsITH U HC-
TIOJTb30BAHUS PECYPCOB.

» Mcnonb3yiite Hex-penakrop, Hampumep
Hex-Wizard, u oTKpo#Te KOIHIO Swap-
(baiima. Hailimure W3BECTHBIE CTPOKH
CUMBOJIOB M CKOMUDPYHTe HaWjeHHble
chparmeHTHl Yyepe3 6ydep oOMeHa B TeK-
cToBBIH (par. [To3:xe UX MOXKHO OyneT
OTPefaKTUPOBATh BPYUHYIO.

ATUM C1OcO60M OXOTHO MOJIb3YIOTCS
XaKepbl, HallpUMep JJIs TIOWCKA TapoJiert
Ha JecTKoM [ucke. EcrectBeHHO, 4yeMm
posblie paborator Ha ITK ¢ momeHTa yTe-
pPU NAHHBIX, TEM MeHblIe BePOSTHOCTh
YCIIELHOrO MOMCKA.

Coset 17: BoccTaHoBNEHMe AaHHbIX
¢ nomotybto Windows

[IlenxHUTEe TTPaBOH KHOMKOW MBIIIN Ha
MUKTOTPAMME KECTKOTO JHCKAa U W3
KOHTEKCTHOTO MeHIO BBIOepHUTe KOMaHAY
Ceoiicmsa|Cepsuc|Boinoninums npo-
8epKY.

Ecanu mosiBusniocs coobiieHue o6 yre-
PSTHHBIX 3JIeMEHTaX, TO UX HYXKHO 00s-
3aTeJbHO TIpeoOpa3oBaTb B (awjabl B
KOpHEeBOM Kartajsore. [103:Ke WX MOMKHO
OTKPBITb C TOMOIBIO pefaKTopa M Io-
MBITATBCS COCTABUTH HCKOMYIO HH)OP-
Malluio.

Coget 18: KoMnoHoBKa pa3pyLueHHbIX
anemeHTOB C nomoLubto Diskedit

C nomornipio penakropa Diskedit mox-
HO cobpath (haiJ 1Mo3JEMEHTHO (TOUHee,
NoKJIacTepHO). Hampumep, ¢ moOMOILLbIO

TIOAHUMAETCS TI0 BUHTO-

BOU JIECTHULIES.

» Boisosure PTS-Diskedit u B mwectHaz-
LaTepUYHON 3alMCH TIONBITalTeCh HAH-
TH Te CTPOKHM CHMBOJIOB, KOTOPBIE HYX-
HO HaWTH B yTepsHHOM cpatie. Brize-
JIUTE BECh KJIACTep M CKOIMPYHTE €ro B
6ydep o6meHa (komanpaa Edit/Copy).

» Tenepb cospaiiTe HOBBIA (padlj, BBEIH-
Te comepxkumoe Gydepa B 3TOT paka u
coxpauute ero. [loBTopute Urpy: yre-
PSHHBIA KjacTep 1, yTepsHHBIH Kiac-
Tep 2 U Tak AJS BCEX KJIACTEPOB.

Coser 19: CkneuBanve B Norton

Diskedit pa3pyLueHHbIX KnacTepos
Penakrop muckoB Norton Utilities, pa-

60TAIOMIUA TOJBKO TIO[ YIIpaBJIeHHEM

DOS wnmm B DOS-pexxume Windows, He-

CKOJIBKO yZI0OHee.

» BEITIOTHUTE TIOMCK CTPOKHA CHMBOJIOB
YTEPSHHOTO (haiiia B TEKCTOBOH (hopMe,
TIOMEeTbTe COfiepKaHWe KJactepa M BhI-
3oBute Tools/Write Object Tolto a
File.

» Terepb BBIIEIEHHYIO YacTb MOXKHO
MPOCTO COXpPaHUTb B HOBOM (atie.
[ToBTOpHTE TpOIIECC, KAK U TIPH pabdoTe
¢ PTS, o Tex mop, MoKa He COCTaBUTE
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OHU ellle He OBLIM MEPENnUCcaHbl B HO-

BbIX 3aITUCSX.

IIpaBna, omyMCcaHHBIA CITOCOO HECKOJIBKO
CJIOXKEeH, TT03TOMY PEKOMEHYETCS TOJbKO
JIUISL OTIBITHBIX IT0JIb30BAaTENIEH.

CoseT 20: BoccTaHoBneHue
oTcopMaTMPOBaHHOI (haitnoson
CUCTEMDI

Ecsm BBl paboTaeTe HEBHUMATENBHO, TO
MOXKeT TaK CJIYYHUTbCS, 4YTO BMECTO JIUC-
KeTbl Bbl OT()OPMATUPYeTe KEeCTKUH IUCK.
He BoJHYyHTECh: C MOMOILIBIO MPOrPAMMBI
Unformat u3 makera Norton Utilities
UM yXKe  ONHCAHHOH  IPOTPAMMBI
Revival MOXHO BCe BOCCTAHOBHTb.

[To aTOMy Xe NPUHLMITY AEHCTBYIOT U
XaKepbl: eCIM UM B pyKH monagaet Quick-
(hopmaTHpOBaHHAY, T. €. KaXKyLascs myc-
TOH, JUCKeTa, TO C MOMOIIBI0 TPOrpaMMBbl
Unformat oHM MOI'yT CHOBa yBHJETb 3a-
NUCaHHble Ha Hel paHee Qaryibl. TouHO
TaK e MOTYT IOCTYIIUTb U B TOM CJIy4ae,
€CJIM BBI TIPOJATH KOMY-TO TTOCTOPOHHEMY
CBOH KecTKu# nuck. [Toatomy He nepepa-
BaiTe uyxuM CBOHM Quick-dopmarupo-
BaHHbIE HOCHTEJH TaHHBIX.

Coser 21: BoccTaHoBneHue
noBpeXaeHHoM Tabnuubl cermMeHToB
Topasmo cioxHee 06CTOST Hena, eciu
TOBpesKIeHa TabInIa cermeHToB. [1prau-
HOH 3TOr0 MOTYT OBITb BUPYCHI HUJIH TPOO-
Jgemsl ¢ ycrporctBamu ITK. Ecau, Hanpu-
mep, B BIOS-Setup 3amucanbl Hempa-
BUJbHbIE TeOMeTpHUYecKHe MapameTphl
JKECTKOTO JINCKA WJIM YCTAHOBJIEH JIPYTOH
pexXUM JJIS TIOCUeTa CEeKTOpOB, TO Ha-
CTyNaeT HaCTOSILIMH Xaoc.
ENVHCTBEHHBIH HaleXXHBIA BBIXO CO3-

BMecTe HauboJIblIee
YUCJIO0 KJacTepoB
WK Bce kKaactepol. C
nmomomipio  Norton

=% Revival [C:)
Eile | Edit ¥iew Help

‘Basic Root Dir
Searched Root Dir
Garbage Dir

Total Drir

A Filzz TR el

Select All

Select Deleted Files
Select Not Saved Files
Inverse Select

pefesuTh HaxKe Ka-
TajJoru U Qakael, a

=

[

Diskedit MoxHO or- é
E:

[

[

|5

3aTeM C TIOMOIIBIO
kiasum [Enter] me-
pedTH K Hepaspy-
IIEHHBIM KJIacTepaM.
IIpy 3HaHHH CTDYK-

AUTOEKEC.DOE
BOOTLOG.PRY
BOOTLOG.TXT
COMMAND.COM
CONFIG.DOS
CONFIG.SYS
DBLSPACE.BIN
DETLOG.OLD

Typel FAT noJsb3osa- B DETLOG.TXT
DRVSPACE.BIN
teqsam Norton pa6o- B10.5YS

TaTb ellle Jerde, Tak

IS [=1 3
| o 5] 2]

| Cluster| Sizel =
D7-09 18:31:16 33z00 1]
7-09 18:37:20 71357 1]
L4 n7-09 16:37:28 71366 o
D7-09 18:37:40 71605 o
1-11 21:53:40 16329 1]
p7-09 18:49:24 134472 o
1998-07-09 18:25:22 195319 o
1998-07-10 19:59:18 30883 189
1996-04-30 11:10:12 124521 189
1998-07-10 10:55:40 33192 30815

1998-08-24 17:55:04 126672 31767 o
1998-05-15 20:01:00 134590 96360
1998-04-16 17:03:06 128590 100
1999-01-22 15:56:40 87378 100
1998-05-15 20:01:00 201040 69079
1998-04-16 13:57:18 129157 38927
1998-07-09 20:11:14 132060 8461
1998-05-15 20:01:00 201057 69079

1998-05-15 20:01:00 201664 222390 =l

[Selectsd O files [0 bytes) [Total 34 files (121, 4MB] 7

KaK 3Ta Mporpamma
MOKa3blBaeT  Jaxe
cBsa3u B FAT, xors

YnanenHble daiinbl «BbITalleHbl U3 WAANbI»: sharewareqporpamMma
Revival MoXeT caenathb 3T0 gaxe B TOM Cryyae, eCnu yaaneHa cooT-
BETCTBYIOLaA AUpeKTopus
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Be3onacHOCTb AaHHbIX

Hen-Mizard e guT B ;manoroBom pe-
File Edt View Bookmatks ‘Window Tools Help
IR XHUME.
C:\Figsne DatsisACHIPATS Datsi-Knowhow 4 99Vwin386. swp danatel  Shareware
0=0DIR30N: 7700 6D00 7300 6700 3A00 SEOD 4DO0 5300 w.om [ M5 =
0=0D9E3ILO: 4700 3100 3700 3400 3200 3100 SDO0 0000 G.1 2.1.] UCIIOJIb3YIOT Save The
0=0D9E3Z0: 0000 0000 0000 0000 000D 0000 0000 0OOO ...
0=0D9E3Z0: 3C00 000 3500 0000 0000 0000 0000 0000 «<.. itinon! — _
0x0D9B340: 0000 0000 0000 0000 0000 0000 0000 0000 . Partition! [porpam
0=0D9B3SN: 0000 0000 FFFF FFFF 0000 0000 0000 0000 Y
0=0D9B3EN: 0000 0000 D000 000D 0000 0000 2000 O0&0 MYy, KOTOpasi OTHOCHTCS
0=ODIE370: 436E 7465 726E 6574 2064 7572 6368 7375 Internst durchsu o
0x0D3BIG0: €368 656E 0000 0000 0000 0000 7400 004D chen t. K HHCTPpYMEHTAaJbHbIM
0=0D9E390: 4406 0000 0100 0000 FAOD 0000 3200 0000 D.. w2l
0=0D9E3A0: C409 0000 5844 9100 0000 0000 0100 0000 A.. TIporpaMMmam CoxpaHe-
0x=0D9B3IB0: BEOE 0000 0000 0000 1000 0000 0100 BOE4 e
0=0DIR3ICO: 0000 0000 2804 000D 4300 0000 0000 D000 c HUSY [aHHBIX (STBFP
0=0DYB3DO: 0444 9100 S000 0000 0000 0000 0000 0OO0 D' P
0=0DIE3EN: 0000 0000 FFFF E100 0000 0000 FFFF FFFF T
0=0D9E3IF0: 0000 0000 0000 0000 000D 0000 0000 0OOO ... eepcus 2.0 HaxXOMUTCA
0=0DIE400: 5400 000 0000 0000 0000 0000 0000 0000 T..
0=0DSB410: 0000 0000 0000 0000 0000 0000 0000 0000 10 ajpecy www.easy-
0x=0D9R420: 0000 0000 D000 0000 0000 0000 0000 0000
0=0D9B430: 0000 0000 0000 0000 0000 0000 0000 0000 net.on.ca / b l ue-
0=0D9R440: 0000 0000 0000 0000 0000 0000 0000 0000
0=0D9E4S0: 0000 0000 3000 O0AD 2800 0000 0100 0000 ....0.. {(...... fox/stbfp,html),
0=0D9E4E0: 3C06 0000 4008 0000 0000 0000 0000 000 <. @ ..... ... K STP 1
0=0D9E470: 0000 0000 0000 0000 0000 0000 £844 9100 R oMauma
0x0D9B4B0: 0000 0000 2400 ODAD 5475 7220 4E6S 7473 ....5.. Zur Hets A
0=ODIB490: 5361 7065 2041 6EGG 616E 6773 7365 6974 cape-Anfangsssit .
O=ODYB4AN: 5520 6765 6HBS GEND 7400 00AD 4806 0000 & gehen.t . H A\MBR.STR /S/0
0x=0DIE4BO: 0000 0000 FADD 0000 3200 0000 C409 0000 iz 4
DxODSE4CO: 0000 0000 0000 0000 0L00 0000 DOOF 000D b 3anuceiBaer MBR Tep-
0=0D9E4DO: 0000 0000 1000 0000 0LOD 8084 0000 0000 "n...
0=0DSE4ED: 0000 0000 0000 0000 0000 0000 2045 9100 . E = BOTO JHUCKa Ha OUCKETY
Length: [E7109564 Dez/Hex: 000 8Bt unsig.:| [1] 16Bit unsig.: | B B (bafm MBR STR B
Adiess [dez) 0 Sel, Start: ] Bit sig. 1} 1EBit sig. B B B
Adess hex) (i SelEnd [ 00 SBitBinay[ 00000000 3tsg:[ 0 cJiy4yae MOBPEXKIEHHUS C
IMOMOILBIO KOMaH/Ibl
[http: /7hcme.t-oniine de/home/g haslbeck fnomepage. him 4

Barnsia B swap-chaiin Windows: 3aech MOXHO HailTH HEKOTOPYIO WH-
thopmaumto, HanpuMep, aaxe nocne c6osi CUCTEMbI

JaeT TIpo(UIaKTHUECKas Mepa: CoXpaHe-
e Master Boot Records (MBR), BkfO-
yasg TaOJMIy CerMeHTOB, Ha [HCKeTe.
Biagensipr Norton Utilities cospator mis
aTOr0 Rescue-aucKeTy, NPH 3TOM HYKHO
BOCTIOJIb30BATHCS MIPOTPAMMOK HHCTAJLIIS-
1w, Ecoii corydniach Takast HamacTh, 3a-
TPy3UTe KOMITbIOTED C JUCKETBHl M BBIIOJ-
HHUTe TIPOrpamMmy Rescue, KOTOpasi IpoXo-

STP 1| A:\MBR.STR
/R MOXHO Tepenucarhb
cofep:xxaHue  hatina
Hasaj Ha CeKTop AucKa. JIyyiie Bcero mo-
JIb30BAThCS 3arpy3ouHod aucketod DOS
umn  Windows, Ha KOTOpOM 3amucaH
tatin STP.EXE.

Coser 22: BoccTaHoBneHue
Tabnuubl cerMeHToB B Linux

g nosb3oBatesed Linux Takxke cy-
LIeCTBYeT TIOMOIb Ha KPAaWHWH CJIydau.

BocnpensTcTBoBaTh Xakepam NoBTOPHO
BOCMO/b30BaTHCA MHPOPMaLMeii nocne ee
yoaneHus MoXeT TONbKO nepe3anuch yaa-
NEHHbIX [aHHbIX HA XKECTKUIA AUCK C ApY-
rMM 0603HaYEHNEM.

HekoTopble pa3paboTynku npegnaraot
cneumanbHble KOMMEPYECKNE MHCTPYMEH-
TasnbHble NPOrpamMMbl N0 YHUUTOXKEHUHO
LaHHbIx. OfHoM U3 Hanbonee NoNynsPHbIX
nporpamm siBRsieTCs, Hanpumep, Eraser ot
East-Tec (www.east-tec.com) no ueHe $30.
Ecnu peyb npet TonbKo 06 yaaneHun aan-

3 Eraser - Evaluation day 1 of 30 M= B3
File Erase View Help

ANOHCD| = = @

Hame [Tupe 512 A5 T Wodiied [t FulPath =

9BLITE.gif GIF-Bild 13975 18129816:2928 DehBilderta
@BEUTEZ aif GIF-Bild 15.567 181298 16:40:04 DehBilderta
@BEUTES aif GIF-Bild 16.245 181298 16:40:44 DehBilderta
@QEUTEA aif GIF-Bid 13638 18129816:41:12 D:ABidert\d
8 SeLITES oif GIFBId 10653 121298164150 R
@[wmasas.git GIFEBI 13872 1212391800 fu o \B\\derjflll
4 »

Starts erasing the files and folders from the main list box, .
Bbicwumit ypoBeHb 3awmThl: Eraser ot East-
Tec 6e3B03BpaTHO yaanseT (aiinsl ¢
KECTKOro aucKa

w

oo oo oW

I'IepenucaHHble AaHHble 3aljMLLleHbl OT XakepoB

HbIX, TO MOXXHO BOCMONb30BaThCs Pretty
Good Privacy (PGP). MNporpamma pacnpoc-
TpaHsieTCs 6eCnnaTHo 1 MOXXET, COBep-
LUEHHO MeXay LenoM, 3aKoavpoBaTh dan-
bl M 3NIEKTPOHHYHO NOYTY. MocKonbKy
Freeware cyLlecTByeT TONbKO B @Hro-
A3bIYHOW BEPCHK, TO MHOTME NOMb30BaTENN
6oaTcs ee npumeHsTb. OfHako ans ynane-
HUSt (hanoB NoMb30BaTLCS €0 JOCTATOUHO
npocTo: PGP nonHocTbto BCTpamBaeTcs B
MpoBoaHuk Windows, Tak YTO Hy>KHO TOJb-
Ko BbI3BaTb PGP/Wipe yepe3 KOHTEKCTHOE
MEHIO.

BOMbLIMHCTBO KOMMEPYECKMX NMPOrpaMm
KOZMPOBaHWS COAepXKaT MOy b, HAAEKHO
yaansowmi cainsl. Takum o6pasom, aa-
)K€ amMbnLMO3HbIe XaKepbl HE CMOTyT BOC-
CTaHOBWTb BaLLM KOHDMAEHLMANbHbIE AaH-
Hble.

Ecnv Bbl nonb3yetech NTFS (NT File
System), TO He Hy>KHO HWUKaKOW cneuunanb-
HO MporpamMbl: Npu yaanesuu cainos n3
KopauHbl NT caMocTosTeNbHO Nepenuesbl-
BaeT MHOPMALMIO C XKECTKOro amcKa.
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Hcnonb3yiiTe B cBoel cucteme oTdopma-
TUPOBAHHYIO AMCKeTy, Halpumep, B Ka-
yectBe Karajora / floppy.

C TIOMOIIBI0 KOMAH/IbI
dd if=/dev/hda of=/floppy/mbr size=
512 count=1
MOXHO COXpaHUTb Ha auckere MBR u
TabJUIy CerMeHTOB. ECJIM KTO-TO Ha3bI-
BaetT SCSI-gHUCK MO-CBOEMY, TO HYXKHO
3aMeHUTh Ada Ha sda. Ecim MBR ume-
eT Je(eKThl, TO HYXKHO 3aTrpy3dUThb KOM-
NbIOTEP C JAMCKeTHl LinuX, BBHITALIUTL ee,
BCTaBUTh TUCKETy C hatiom mbr, otpa-
60TaTh ee ¥ BBECTH KOMAaHAY
dd if=/floppy/mbr of=/deb/hda size=512
count=1.

Coget 23: be3 pe3epBHOM Konuu

AaHHbIX
Bo3MOXHO, 10 HaCTOSIEr0 BpeMeHH

BBl YNYCTWIM H3 BHAY CO3/laHHE pe-

3epBHo# Konuu MBR. Ecsiu B Takom caty-

yae TMIPOM3OLLIO paspylleHHe TabJHLpl

CEerMeHTOB, TO CIIACTH HaHHBIE TPYAHEE,

HO BCe-TaKH MOKHO.

CHayasna HYXKHO BBIICHUTb, yMeeTe JH
BBl paboTaTh C TAaKHMH MPOTPAMMAMH,
kak Norton Diskdoctor niau Scandisk mus
Windows. ByibTe OCTOPOXKHBL €CJIH 3TH
MIPOTPaMMbI HETIPABHUJIBHO WHTEPIIPETHPY-
10T CYLIECTBYIOIIME OLIMOKH, TO OHH Ha-
HecyT Oosiblile Bpefa, YeM TOJIb3BL.

Takum 06pas3oM, ecau IOCTyTIa K KecT-
KOMY JOHCKY HET H3-3a TIpeIroJiaraeMbixX
J1e(peKTOB CErMEHTOB, TO VIOMSHYTbIE
MIPOTPaMMBI HH B KOEM CJIy4yae He JOJIAKHBI
BOCCTAHABJMUBATb YTEPSIHHbIE CETMEHTHI.
ITomnpo6yt#ite mpocTo BocctaHOBUTh MBR 1
Tabsuiy cermeHToB. Jlydile Bcero mpen-
BapUTEJbHO CO3[aTh KOIMHUIO 3TOr0 HavaJb-
HOTO CEeKTOpa JKECTKOTO IWCKA.

» EctM BOCCTaHOBJIEHHE C IIOMOIIBIO
MPOTPaMMHOT0 00ecriedeHHs He ynaa-
JIOCh, TO OCTAaeTcs TOJBKO elle pa3 Mo-
MBITaTh CBOEro cyacThbsl. [Ipu 3TOM, ec-
Ju y Bac majo omeita padorsl ¢ 1K, To
JIy4llle BCETO 3apY4HUTHCH MOAAEPIKKON
OTIBITHOTO TI0JTb30BATEJIS.

» [Tpocmotpure B BIOS-Setup reomerpu-
YecKre rapaMeTphl KeCTKOro AUCKa (LH-
JIMHIIP, TOJIOBKH, KOJHUYECTBO CEKTOPOB
Ha JIOPOXKKY) YW 3aIMIIUTe 3TU JaHHbIE.

» 3arpy3uTe KOMIIBIOTED C 3arpy304HOU
DOS-nuckeTel, Ha KOTOPOH TakxkKe Ha-
xogurca Diskedit or PTS wmiu Norton
Utilities.

» BriGepurte (hu3MyecKH CYIIeCTBYIOLMI
IUCK (BeposiTHO, 3TO OVHET MepBBIA
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Be3onacHOCTb AaHHbIX

Disk editor {drive 1. sectors @ — 07166747

Win95 FAT-32 Ho 1 254 254
LINUX Swap. Solari No A 1 262 254
Extende; Yes 1 ZEREN 254
Unused Ho 5 a [} a

BARSSh

IIVCK), C KOTOPBIM BO3HUKJIH TTPOOJIEMEL.
[NepefiiuTe B MepBOHAYAJbHBIH CEKTOP
Kectkoro aucka (mias PTS — komanpa
Search|Goto begin) v nepeKJIIOYNTECD,
€CJIM 3TO HeOOXOIUMO, Ha PEXHUM 0TOO-
pakeHHs TabJUIBl CErMEHTOB.

» CpaBHUTe OaHHBle TaOJHIBI C AaHHBI-
mu, nonydeHHbIMH u3 BIOS-Setup.

Ecnu Huyero He nony4aeTcs: pyyHas pabota Ha Tabnuuei cermeH-
TOB C nomolubio Diskedit Tonbko ans npocheccuoHanos

[Tporue Bcero, ecau pa-
Hee Ha JKECTKOM JIUCKe

OBl  TOJBKO  OIMH-
eJMHCTBEHHBIH  Cer-
MEHT.

O6parute BHUMaHUE
Ha TO, YTO AJISl OTHEeJb-
HBIX TIapaMeTpoB MO-
KeT HabIogaTthcd ec-
TECTBEHHOE pPacXoxk[e-
HHEe MeXNIy IaHHBIMH
BIOS-Setup u Ttabuu-
I[BI CETMEHTOB TI0 Pa3psily CUeTIHKa. ATO
00BSCHIETCS TEM, UTO CUET MOXKeT Ha4Hu-
Hatbcs ¢ 0 uu c 1.

Kpome TOro, B KauecTBe XapaKTepHCTH-
KA TabJHLBl [OJIKHO OBITh ITOKa3aHue
0AA 55h, Ha OCHOBaHWH KOTOPOTO B TIPO-
uecce sarpy3sku [1K pacrnosHaercs tabju-
1[a CETMEHTOB.

63
4096575
4225095

a

» EcJTi BBI CTOJIKHYJIHCH C OIIMOKOH, HC-
MpaBbTe ee WJIM CBSI3aHHOE C HeH 3Ha-
YeHHe U COXPAHHUTECH.

Ecnn ke ommbka CBsi3aHa C JIOTHYec-
KHM JIMCKOM, TO C TIOMOLIbIO TPOrPAMMBI
PTS-Diskedit Bblmesure B TaOJHlle Cer-
MeHTOB mosie Type ctpoky Extended u
Haxkmure kaasumy [Enter]. ITlossurcs
TabJMla JIOTHYECKOTO IHCKa, KOTopas ¢
TeXHUYECKOH TOYKM 3PEHHUst TOCTpOeHa
TaK e, KaK U TabJHLa CerMEHTOB, U pa-
60TaeT aHaJOTMYHO.

Ecnu B pesyJibTaTe NMpOBEEHHBIX Me-
ponpusitTuil [TK «BepHYJICS K JKHU3HH», TO
00s13aTeIbHO TIPOBEINTE KOHTPOJb (Dai-
JIOBOH CHCTEMBI (HCMOJb3YsT MPOrpammy
Scandisk), mockosbKy cKopee Bcero Baiu
JaHHble He OyIyT TOJHOCTBIO COOTBET-
CTBOBATb OPUTHHAJY.

O6paboman Cepeeil Seaunckuii/jk, fs, tw®
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